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SARBANES-OXLEY ACT OF 2002
« Section 404

+ Enacted in July 2002 in response to corporate accounting scandals
to reform the U.S. financial markets.

+ Section 404 of the Sarbanes-Oxley Act requires most publicly
registered companies and their external auditors to report annually
on the effectiveness of the company’s internal control over financial
reporting.

Benefits of improved internal control over
financial reporting:

<1 Improved effectiveness and efficiency of
internal control processes.

<] Better information for investors.

<! Enhanced investor confidence.
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History of Sarbanes-Oxley Act Section 404

Sarbanes-Oxley Act proposed
Final rules adopted for Sarbanes-Oxley Section 404

March 2004 Auditing Standard 2 (AS2) adopted

Proposed SEC Interpretive Guidance for
Dec 2006 Management and proposed Auditing Standard 5
(AS5) released

SEC Approval of Guidance for Management &
PCAOB Approval of AS5
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CURRENT STATE UNDER AS5

Management

1

New SEC
Guidance

- Provides a great deal of
flexibility in approach

« Allows management's

process to differ from the
auditor's process

« El ates the auditor's

opinion on management's
assessment

Shared Objectives

What is the best
approach for
management and the
external Auditor to
achieve their respective
objectives in the most
effective and efficient
manner?

Auditors

l

New AS §
Guidance
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No need to opine on

management’s
assessment

Risk based approach
Principles based
More room for judgment

More reliance on testing
of others
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COSsO

C@S@ -
o
The Committee of Sponsoring Organizations of the Treadway Commission

4 The Committee of Sponsoring Organizations of the
Treadway Commission

4 In September 1992, issued a report entitled “Internal
Control - Integrated Framework”

4 Recognized as the international standard for an
integrated framework of control

4 In June 2003, the SEC suggested that COSO must
constitute the standard for applying the Sarbanes-Oxley
Act
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THE COSO OBJECTIVES ARE A PREREQUISITE
FORINTERNAL CONTROL

Relates to an entity's basic business objectives,
including performance and profitability goals and

safeguarding of resources.

Effectiveness &
Efficiency of Operations

Relates to the preparation of reliable published
financial statements, including interim and
condensed financial statements and selected
financial data derived from such statements, such
as earnings releases, reported publicly.

Reliability of Financial
Reporting
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The COSO Framework

Control Activities:

Monitoring e e

= Assessment of a control system's & ‘”ﬁﬁgp &

performance over time.

= Combination of ongoing and
separte evaluation

= Management and supervisory
activities.

= Internal audit activities

performence re
and segregetion of

Information and Communication

= Pertinent informatio
Cortrol Environment

All five components must be in place
Payroll Compliance for a control to be effective. Septenber 2009
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TOP DOWN RISK APPROACH

Top down risk approach for in-scope accounts

Indrect

EC Lowrisk
accounts i
™
accounts

High riskc

accounts

= Key steps of the Top Down Risk Approach include:
« identifying significant financial reporting elements (account or disclosures)

«+ identifying material financial statement risks within these accounts or disclosures
+ determining which entity-level controls would address these risks with sufficient precision

+ determining which transactional-level controls would address these risks in the absence of precise
entity-level controls determining the nature, extent, and timing of evidence gathered to complete the

assessment of in-scope controls
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What are Key Controls?

4 According to the Public Company Accounting Oversight Board
(PCAOB), factors to consider in determining key controls include:
= The likelihood that failure of the control could result in a
misstatement

= The degree to which other controls, if effective, achieve the same
control objectives.

Interpretation:

A key control is a control or set of controls that provides
management with reasonable assurance that a specific control
objective related to a transaction is met, thus giving management
assurance that a material error or misstatement will be prevented or
detected on a timely basis
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Information Technology General Controls

« Information Systems produce key financial reports and enforce ‘automated'
application controls.
= Integrity of information is reliant upon manner in which systems are
managed and controlled.

« Information Technology General Controls (ITGCs) support the integrity of
financial reporting environment.

= Program Development
= Program Change Management
= Logical Access to Programs & Data
= Computer Operations
« Scope - home grown systems or third party systems
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LESSONS LEARNED & KEY SUCCESS FACTORS

Design deficiencies due to a lack of evidence of the controls.

Fix design deficiencies early, to prepare for testing later

Controls needed for spreadsheet reporting and analysis

Define the key spreadsheets and create spreadsheet control
standards.

Employees did not understand the SOX as well as day-to-
day internal controls over Financial Reporting

Comrmuricate about rales and importance of performing key
controls.

Focus on remediating everything versus an evaluation an
which contral deficiencies are better compensated for than
fced

Develop a riskchased approach to the remediation effort and
understand where good compensating cartrols exist

Did not take advantage of the controls built into the system
and spent more time with manual controls.

Ensure that [T and business process teams are working
together to find solitions

Too many controls identified. Mast companies had a
significant reduction in key controls in year 2, especially
inT

Focus early on in the documentation process on the key
cantrols that address the defined risks aver financial reporting

Did nat plan management's testing to mairmize reliance by
the external auditor. This led to addiional testing and
increased cost.

Coordinate with the auditors early so they can take the most
advantage of the work being done for management

Entity-level controls were often an afterthought and
companies were unsure how to "get credit' for thern

Use tap-down, risk-based scaping to understand the entity-
level controls which exist

Map these controls to the idenified risks.

Residual risks need to be addressed by the process and TGC
controls.

Documentation took langer than expected and was
inconsistent (e.g., quality, detail)

Payroll Campliance
PricewaterhouseCaopers

Create clear documentation standards which include examples
of the level of detail required

Establish quality review at local and centralized levels

Have fewer people conduct the final assessment to maintain
cansistercy and identify duplicates September 2000
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Payroll Controls

4 Controls over time keeping
- Check timesheets for accuracy

4 Controls over payroll calculation
- Compare actual salary expense to budget

4 Controls over payroll disbursement
- Review payroll register for reasonableness

4 Controls over GL maintenance
- Reconcile subsidiary ledgers to general ledger on monthly basis

4 Controls over modifications to employee master data
- Approve changes to standing data

- Review payroll system change reports
- Restrict access to the payroll system
- Monitor system access reports

4 Controls over spreadsheets
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SEGREGATION OF DUTIES

4 Combinations of system access that elevate the risk of fraud or financial
statement misstatement.

4 Consider risks associated with the following combinations of duties:
- Approval of timecards

- Employee additions to payroll master data
- Changes to master data

- Payroll processing

- Payroll disbursement

- Payroll reconciliations
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THIRD PARTY PAYROLL PROCESSOR -
CONSIDERATIONS

4 “SOX Compliance” considerations
= SAS 70 Reports — Type | vs Type Il

= Alignment with Company requirements
= Client control considerations
= |mpact of results on your company

Client Control Considerations:
Clients are responsible for:

* Reviewing the system parameters and converted data for completeness and accuracy.
This review should encompass both employee and company level detail before
accepting the installation of a new release, or initial conversion, of the payroll

application.
« Confirming accuracy and completeness of changes to standing masterfile data.
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PAYROLL RISK MANAGEMENT

= Ad-hoc/non-recurring
transactions

Operations

= Data security considerations
= International ACH transactions

(IATs)
Financial Reporting = SOX
= Fraud
= HIPAA
Compliance = ERISA

= Changing tax laws
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DATA SECURITY CONSIDERATIONS

4 Payroll utilizes high degree of Personally Identifiable Information (PII)
=SSN, Checking Account Numbers, Driver’s License Number,

Birthdays
4 Consider security (physical and logical) of this information “at rest” and “in
motion”. Examples:

= “At Rest” — physical access to hard copies of employee on-boarding
paperwork, direct deposit forms. Logical access to shared drives and

HR databases.
= “In Motion” — movement of HR data internally to other company
systems and externally to third party service providers.
4 OVERALL - adhere to “minimum necessary” concepts around gathering,
storing and transmitting sensitive employee information.
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FRAUD - INCENTIVES, PRESSURES AND
OPPORTUNITIES

Incentives / Pressures
« Loss avoidance

Opportunity
«» Headcount reduction
- Insufficient internal controls

-Job
-Money « Collusion

i - Management over-ride
- Prestige

- Dissatisfaction with the «Corrlptbusiness customs

company

- Management & 3¢ party
pressures

- Community relationships

Rationalization

- Job dissatisfaction

« Family & health priorities

- “Everybody else” syndrome

- Self-denial of consequences to company
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FRAUD - MOST COMMON PAYROLL SCHEMES

A Fictitious/Ghost Employees

A Falsified Hours & Salary

4 Commission Schemes

4 \Workers Compensation Fraud

4 Expense Reimbursement Schemes
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BEST PRACTICES FROM LEADING
COMPANIES

Incorporate compliance needs into Company policy.

Design controls to cover multiple compliance needs.

Formalize and take credit for key processes and controls already in

placel!

4 Introduce monitoring controls that are more efficient to perform, more
comprehensive in nature.

4 |dentify key risk indicators and develop continuous monitoring
processes/controls.

4 Socialize changes in compliance programs with auditors early in the

process.

| G
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Steve Zawoyski
Internal Audit Services Partner

T: (612) 596-4931
stephen.v.zawoyski@us.pwe.com

Linda Smith

Internal Audit Services Director
T:(612)596-6314
linda.smith@us.pwe.com

Kevin Wright
Advisory Technology Manager
T: (612) 596-3937

) kevin.p.wright@us.pwe.com
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